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COSign The Digital Advantage

D- -t I Organizations that work out how to get the right information to the right

lgl d people in less time will win new customers, streamline operations and gain

= competitive advantage. Executives who seek an advantage from digital

Slg“atures adoption are automating business processes and document management
without delay, creating a business ‘Autobahn’.

No Stops on the Autobahn

One task often ignored or delayed is turning signed documents into electronic records that can feed
business processes. Industry analysts establish that greater than 75 percent of business processes
depend on forms. Companies make sizeable investments to automate their business processes to
accelerate growth, meet regulatory compliance, and eliminate operational inefficiencies. Still, firms
continue to print out paper forms to be manually sent, signed and stored. That’s like putting stoplights
on the Autobahn. It brings efficient running businesses to a grinding halt and increases operating costs.

A better way

CoSign® is a digital signature solution that takes a better approach. By embedding the standard
signature technology directly into mainstream business applications, CoSign makes it easy to digitally
sign transactions, documents and records. CoSign embeds a signature record that travels with the
document for every signature it captures. This Portable Signature Format (CoSign PSF™) allows
anyone to seamlessly verify and retain proof of identity, intent, and document integrity without costly,
complicated, or proprietary software. As a result, CoSign keeps your business running smoothly by fully
automating and quickly scaling processes at a low cost and with proper controls.
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Seamless Digital Signatures

Companies using CoSign digital signatures find it easy to fully
automate their business processes with the necessary controls
to secure transactions and to comply with regulations. With
extensive application support and a centralized approach that
allows for rapid deployment, CoSign lowers operating costs
with little disruption. CoSign keeps your business moving and
makes it easy for business to be done electronically from
anywhere.

CoSig“ A Simple Click. CoSign makes it easy to sign, verify, and retain
j digital records because the digital signature standard is already built
into applications like Microsoft Word, Excel®, Outlook®, Adobe
B"Slness PDF®, AutoCAD®, IBM Lotus, Oracle UCM, and Lawson M3,
- among others. Because of this, CoSign users simply sign with one
Be“eflts click using familiar applications. Furthermore, users can verify the
record with off-the-shelf applications from most major software
vendors. This speeds adoption and scaling of business processes

that include digital signing as a routine practice.

A Faster Pace. CoSign accelerates the pace of doing business electronically with customers,
partners, and prospects by sharing quick, easy, and secure transactions and records between
firms and across geographies. CoSign is convenient and handles high-volume transactions for any
size business with ease. CoSign PSF is based on industry standards and boasts technical
compatibility with a broad set of applications to guarantee electronic signature records can be
easily read and verified for decades.

A Lower Cost. CoSign takes a centralized approach to deployment and administration of signature
credentials. All signature keys and credentials are stored on a central server and accessed
securely over the network. The software seamlessly installs under an organization’s exiting user-
management directories, authentication schemes, and application infrastructure reducing the cost
of administration to almost nothing.

The nature of a CoSign deployment is installation and configuration, and not system integration.
Therefore, CoSign typically installs in less than half a day, giving thousands of signers the ability to
start digitally signing immediately. The centralized approach reduces the cost of signing and
authorizing transactions and affordably completes any investment in automation. CoSign typically
costs 70 percent less than alternative offerings and also lowers the costs of archiving, audits, and
legal challenges. Simply put, CoSign eases the cost and burden of using digital signatures in
business process automation

CoSign Digital Signatures (Standard Electronic Signatures) seamlessly verify and retain proof of

identity, intent and document integrity without costly, complicated or proprietary software.



Technical
Specifications

Application Support

Adobe Acrobat 6/7/8/9

Adobe Livecycle

Adobe Reader 6/7/8/9

AutoDesk AutoCAD 2000 and higher
Corel WordPerfect

Crystal Reports

HTML Files

IBM Lotus Forms

Lotus Notes

Microsoft BizTalk

Microsoft Word 2000/XP/2003/2007
Microsoft Excel 2000/XP/2003/2007
Microsoft InfoPath 2003/2007
Microsoft Outlook

Microsoft Outlook Express
Microsoft Power Point XP and higher
StarOffice/OpenOffice Writer
StarOffice/OpenOffice Calc

TIFF

Web applications

XML documents

Any application that uses MS CAPI, PKCS#11 or
JCA for signing

Any application that can print (via OmniSign)
Document Management Systems Support
Cerenade Visual eForms

DocuWare

FileNet (IBM) eForms

eDocs (Hummingbird/Open Text)

IBM SCORE

Laserfiche

Lawson S3 and M3

Microsoft SharePoint Server 2003 / 2007
NextDocs

Oracle UCM

Xerox DocuShare

Signature Features

Worldwide Verifiable

Multiple Signatures per Document
Graphical Signatures

Multiple Graphical Signatures per User
Sectional Signing (Word and Excel)
Unattended and Batch Signing

Audit Trail

Secured Time Stamp
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Certification Authority Support
CoSign Internal CA

Subordinate to an existing CA
External CA

Web-trusted CA service

Authentication Methods
User Name/ Password

One-Time Password (OTP) (e.g., RSA, Vasco, Aladdin,
Cidway)

Tokens (Smart Cards, USB-based security tokens)
Biometric (Saflink, DigitalPersona)
RADIUS-based authentication

Supported APIs
Microsoft CAPI

PKCS#11 W
JCA/ICE

CoSign Signature API (SAPI)

Web Services (compliant to OASIS DSS, gfacd‘;rm.

Adobe Roaming ID, and SPML)
User Directories

Microsoft Active Directory

Novell eDirectory

Oracle Internet Directory (OID)
IBM Tivoli

LDAP-based Directories
Directory Independent Installation
Sun Directory Services

Security Standards

FIPS 140-2 Level 3 validated appliance available
(see www.nist.gov for latest validated CoSign versions)

ETSI TS 101 733

Appliance with Common Criteria EAL 4+ CWA 14169 certified signing
components available

Regulation Compliance

FDA Title 21 CFR Part 11

Health Insurance Portability and Accountability (HIPAA)
Sarbanes Oxley

EU VAT Directive

SAFE BioPharma Association

United States Department of Agriculture (USDA)
Other

High Availability

Load Balancing

Physical Dimensions (2 options)

1U Rack-Mountable 4U Rack-Mountable (FIPS)

WxDxH 17.32" x 22.0" x 1.75” 19.0"x17.5"x7.0”
43.99cm x 55.88cm x 4.45cm  48.3cm X 44.5cm X 17.8cm
Weight 28 1bs / 12.7 kg 301Ibs / 13.6 kg
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