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What's New in Enterprise Security
Reporter 3.6?

Enterprise Security Reporting Made Easy

Enterprise Security Reporter is an agent-less, fast, comprehensive discovery and reporting
solution for analyzing file security, group memberships and other security settings on Windows
file servers, Active Directory servers, and SharePoint servers.

Enterprise Security Reporter retrieves and stores data on NTFS permissions, local account
databases, user accounts, group memberships, Active Directory, SharePoint servers, and
security settings on other resources such as printers and file shares. It then provides the
administrator with tools to compare, analyze, query and report on the security and configuration
of the network. Enterprise Security Reporter includes numerous ready-made and
customizable reports, with output in eight popular file formats.

New Feature Highlights for Version 3.6

NEW! Report on Microsoft SQL Server Security

New to Enterprise Security Reporter 3.6 is the ability to discover and report on Microsoft SQL
Server security. With so much valuable data typically stored in your SQL Server databases,
including customer contact data, transaction data, and accounting data; analyzing this security
is crucial. Enterprise Security Reporter 3.6 makes this mission-critical task easy with a number
of ready-made SQL Server security reports.
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e Support for all Microsoft SQL Server
2000 and 2005 versions, including
MSDE and SQL 2005 Express.

o Determine the effective SQL permissions for accounts based on their Windows group
and SQL database role memberships.

SQL: Database ObjectPermissions Report 2008 41411 P

Instance Name
Datahase Name

Effective Permissions for Account:

ESR Test (esrtest@qatest.local)

QA ZK3-50L51 Discovery Date: 3/4:2008 4:02:50 PM
MESQLSERVER Wersion:  S.00.3042.00
dhESR300

Function

dbo.EffectiveGroupMembersFor Account

Grant NCA-2E3-500L8-1ESR 3 _Administratar Select
dbho.ExpandedGroupMembershipForAccountiD

Grant NCA-2H3-50L8-TESR 2 _Administrator Select
dho.ExpandedGroupMembershipForAccountLookuplD

Grant NCA-2H3-50L8-TESR 2 _Administrator Select
dbo.GetAlINTFSUnderMTFS

Grant NCA-2E3-501L8-TESR3_Administratar Select
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NEW! Consolidated View of Scheduled Jobs

e View and manage all scheduled discovery jobs in one location. Change discovery
servers, edit schedules and delete jobs without relying on Windows Task Scheduler.

¥ All Scheduled Jobs x|

All scheduled jobs:

Server | Type I Path I Scheduled
(A-2K3-1 Domain gatest.local At 10:00 AM every day, starting 3/4/2008

[default] Computer  ga-2k3-sql5-1.gatest.local At 9:00 AM every day, starting 3/4/2008

kA | 2]
Change Server | Edit Schedule Delete | [ Close |

4

ENHANCED! Schedule and Export Queries to Generate New Custom Reports

e Query Builder utility has
been enhanced to allow
your custom queries to be W Ad-Hac Queres
scheduled. Results can Ee—l
then be exported in XML or Open query | Add Crteria View Results |
CSV format and distributed Save query
to email recipients.

Schedule query

e Saved queries can now be B ComputerlD :
used to create new custom DiscovenyoblD DomainM ame
reports. Query data such 00074085-2f3c-45a5-9258-262a0745¢caea QATEST

as sort order and criteria is = ComputerD : 45525197-e754-406b-943c-bf4e18d7984e (1 item)
imported directly into the o - S—
Report Composer making

custom report creation

easier than ever!
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IMPROVED! Many More Customer Requested Enhancements

Enterprise Security Reporter 3.6 has a number of usability and functional enhancements
including:

e Email reports directly from preview window - Prior versions required reports be
scheduled in order to email the report results. Enterprise Security Reporter 3.6 adds this
functionality directly to the report preview window allowing you to email reports on the

fly.

¢ Intelligent Upgrade Utility - New feature that checks the database version against the
version of the software installed and automatically upgrades the database if necessary.
Prevents the need to reinstall the software if the database does not get upgraded
properly at the time of the install.

e Added ability to filter account data by organizational unit - Updates to the database
now allow reports that display domain account information to be filtered by the account’s
organizational unit.

e Support for Windows Server 2008 - Added support for installation of the product on
Windows Server 2008. Also added support for Windows Server 2008 as a discovery
target machine.

Summary

Enterprise Security Reporter 3.6 provides a feature-packed release with support for discovering
and reporting on the security of your SQL Servers. Adding this new functionality to the existing
support for reporting on your Windows file servers, Active Directory servers, and SharePoint
servers; Enterprise Security Reporter 3.6 will enable administrators to meet their compliance
and auditing needs more effectively than ever!

In conjunction with File System Auditor and Security Explorer, Enterprise Security Reporter 3.6
provides a complete solution for bringing a file server into compliance. Ask your reseller or
ScriptLogic representative about our File Server Compliance Solution, which combines all three
products at a significant discount.
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